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Children, sexual abuse
and the internet
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ding messages, photos and videos...These are just some of the online acti  vities in which

both children and adults engage. These interactions do not just take place b etween

peers; children also use the internet to communicate with their parents an d schools.
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As with the rest of our daily lives, online life entails encounters with both g ood and bad

phenomena. And just like in other arenas, children can be exposed to sexual ab  use onli-

ne, both by other children and young people and by adults. On the internet, peop le who

exploit children have found new platforms and new tools by which to come in cont act

with children. It is important that everyone who works with children learn mo re about in-

ternet-related abuse, how common these incidents are, what sets them ap art from other
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to prevent these attacks and to help children who remain at risk to obtain the pro tection

and rehabilitation to which they are entitled.

In this report, we will summarize the results of various research studies. M uch of the
material is from a Swedish national study, which we will refer to as “the natio nal survey.” It
was conducted by researchers at Linkdping and Lund universities, within t he framework
of a mission that the Children’s Welfare Foundation was assigned by the gover nment. The
research team consists of Carl Géran Svedin, Gisela Priebe, Marie Wadsby , Linda Jonsson
and Cecilia Fredlund.
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to a wider audience. We recommend that those who wish to learn more avail themse Ives
of the earlier reports. 23

The research results have been supplemented with observations from the a uthors’
experiences of meetings with children who have been victims of online abus e and with
professionals who work with that target group. The quotes that appear in spe ech bubbles
are drawn from interviews with these children.



Children, the internet and social media

Since 2005, the Swedish Media Council has followed Swedish children’'s an  d young pe-
ople’s use and experiences of various media. Recurrent surveys show that S wedish child-
ren’s use of mobile phones, the internet, and social media has increased ra  dically. The
number of children aged 9-12 who use the internet for more than three hours each d ay
has nearly quadrupled over a ten year period. The proportion of children who u se mobile
phones for more than three hours each day is twelve times what it was just six year s ago.
Internet and mobile phones are now an integral part of children’s daily live s. What was
once considered to be a high level of consumption is now considered average

® Almost all children between the ages of nine and
seventeen have access to the internet.

® Almost half of all 8-year-olds use the internet daily.
® Virtually all 17-year-olds (98%) use the internet on a daily basis.

® The vast majority of children over the age of nine use social media platforms
like Instagram, Facebook, Twitter and Snapchat (9-12 years, 58%; 13-1 6
years, 92%; and 17-18 years, 97%). Girls use social media more than boys.

® To a great extent, children are willing to post images of their
faces and provide their actual ages on social media platforms.
On the other hand, they demonstrate restraint when it comes
to posting their mobile phone numbers and addresses.

® The older children become, the more information
they are willing to share via social media.

® A majority of children let their parents to see everything they
post on social media. Younger children allow their parents to
follow their posts more closely than older ones do (73% of 9-12
year olds compared with 57% of 17-18 year olds). *°

Children’s contact with online pornography

Many children come in contact with pornography via the internet. Pornogr aphy is not
illegal, but it may be considered to be unsuitable or harmful for children to be e xposed to
pornography, which is produced for adult consumption.

In a study by the Swedish Media Council, children aged thirteen and older were as ked
if they had watched pornographic videos online within the last year. Youn ger children
were not surveyed. ° 29 percent of 13-16-year-olds and 49% of 17-year-olds had watched
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total, 58 percent of boys had watched pornography on the web within the last ye ar, and
28 percent had watched pornographic videos one or more times per week. A smal ler

proportion of girls (17 percent) had watched pornography within the pas t year, and three
percent of them had watched pornography one or more times per week.

The teenagers who watched pornography online were asked to describe the i mpressions
of that/what they had seen. The most common answer was that the material hadn ‘t made
any particular impression, or that they didn’'t care about them. An equal pr oportion of girls



and boys liked what they saw (31%). The
proportion of girls who liked the pornograhic

images they watched online has increased

steadily and sharply compared with previous

surveys; the gender gap in this area seems to have
disappeared altogether. There were also teenagers

who were upset or who thought it was disgusting to
watch pornography (13% of the boys compared with 28%
of the girls who had watched pornography online within
the last year).

The teenagers who watched pornographic videos usually

searched for it themselves (63% of the boys and 58% of the girls) or

said that a friend had shown them the video(s) (31% of the boys and
20% of the girls). Teenagers also encountered pornography by chance or
by accident (19% of the boys and 33% of the girls). ’

Children who post or send nude images

Children sometimes send or post nude or sexually explicit images of themsel ves. Images

can be sent to one or more selected recipients, i.e. via email, SMS, Messenge r or Snap-
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to anyone who enters the site. Sending or posting nude photos of oneself is som etimes

referred to as “sexting.”

A\

Many adults are concerned about teenagers who send nude images. The myths a re
many. One might hear that most teenagers send or post nude photos, or that almo stall
who send photos get in trouble. ®



What the national survey tells us about nude photos/ivideos

About a quarter of students surveyed (25%) had ever sent a nude photo or video. |  twas
more common for girls and students who did not identify as male or female to send

images than it was for boys to do so. Most respondents had sent the images to someo ne
they knew well.

The students had sent the nude photos/videos to:
® A partner 68%
® A friend 31%
® Someone | met online 22%
® No one | know personally 7.4%
® An adult who | know personally 2.3%.

In the previous 12 months, 16 percent of students had been asked to send sexual ly explicit
photos/videos of themselves by someone they knew exclusively throug h online contact. A
large percentage of those questioned had done so (41%). A comparison withs  urveys from
2009 and 2014 shows that it has become somewhat more unusual for students to be a sked
to send sexually explicit images of themselves than it was when the last surv ey was conduc -
ted. However, it has been more common for students to comply with such a reques t.

The students were asked if they ever post nude photos/videos online. This w as considerably
more unusual than sending nude images. In total, 2.1 percent replied thatt  hey had posted

such an image. It was more common for boys to post photos or videos than it was for gir Is to
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female. 1911
Percentage of students who sent Percentage of students who posted
nude images via the internet: nude images via the internet:

Never sent an image Never posted an image

Sent nude images Posted nude images




In an interview study conducted in the EU project SPIRTO, young people recou  nted why
they had sent nude photos. The motives varied; respondents often cited num erous rea-
sons for doing so.

These included:
® F'W~elUf;Xte¥tAe'Ge y'ox:Ue788+:8%da&Gd.4&
® A way to explore their sexuality
® +tAe'Ge x ;expy7+’ G;
® |t's socially accepted; everyone else is doing it
® |t's expected when you're in a romantic relationship
® They had been asked to send a photo or been forced to send a photo. 12

Despite the fact that few respondents had had very negative experiences i n connection with
sending a nude photo, many were uneasy about what would happen to the photo(s) o nce
they were sent. Those interviewed in the SPIRTO project gave advice aboutse  nding or pos -
tina nude nhotos.
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Advice from children and young people to other children and young people:

Only send photos to people you know and trust!

Never send photos because you are being pressured, coerced or threatened !

® Nude photos are not a “given” in a relationship!

Only send photos that you feel comfortable with, and
which you're OK with other people seeing!

® [f you're unsure or worried - don't send it!

The young people who were interviewed had usually not told a parent or adult tha t they
had sent nude photos, because they considered that information to be priva te. However,
they thought it was important that parents be open and able to talk about nude ph otos

in a way that makes children and young people feel like they can tell them if someth ing

should go wrong.




Advice for parents from children and young people: e
® Keep up to date about what young people are doing online AT
® Understand sending nude photos is a natural part of growing up
® Discuss the risks of sending nude photos with your children

® |f your child runs into problems after sending a nude
picture, be supportive and talk with your child.

® Don't be judgmental and don't get angry!

Advice from children and young people to adults who work with children:

® All personnel need continuous training about
young people and their internet habits

® All students must receive training at school about how they can stay safe. It
should include information about both positive and negative conse quences

® Educate those who spread nude material!

® |f the photos are disseminated at school, the school should take action.
For example, the adults can tell the students to erase the photos

® Take it seriously!

[ -

Sexual abuse of children 00 g
“Sexual abuse is the form of interpersonal abuse that is most damaging to an indi vidual's'
sense of personal integrity and which has the most obvious consequences i n terms of

mental and physical health.” (Carl Géran Svedin, Professor. Emeritus an  d Research Di-
rector at Barnafrid, 2017)

. . e
Sexual abuse can take many forms. Most children in Sweden are never exposedtos  exual
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According to the UN Committee on the Rights of the Child, inducing or forcing achi Id

to participate in any type of illegal or mentally harmful sexual activity ¢ onstitutes sexu -

al abuse. Sexual abuse comprises the use of children for commercial sexual purposes,

producing sound recordings or images of the sexual abuse of children, child pro stitution,
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forced marriage. The sexual abuse of children can be both physical and nonph ysical.

The Committee on the Rights of the Child stresses that various forms of violence a gainst
children often occur at the same time, and both boys and girls are at risk of being su bjec -
ted to all forms of violence. However, the violence is often gender-based =



What the national survey tells us about sexual abuse

The students were asked if anyone had ever exposed him/herself to them, if the y had
ever been persuaded, pressured, or forced to masturbate in front of someo ne or have sex
with someone, or if someone else had tried to undress them or had touched their gen ital
area against their will.
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about which they were questioned. The girls were three times more likely to h ave ex-

N&s 849T4U x&»3+, +£5x8 —?b@ TE52+s&U <E NEb Ei <% AEMXxac ,<3U89«x p E U}
neither male nor female were most vulnerable to sexual abuse. A whopping 40% o f them

had been subjected to abuse.

The girls had experienced:
® No abuse 71%

® Some abuse 29%

Abuse without physical contact 7.6%

Abuse with physical contact 13%

Vaginal, anal, or oral abuse 9.2%

The boys had experienced:
® No abuse 91%

® Some abuse 9.6%

Abuse without physical contact 3.4%

Abuse with physical contact 3.1%

Vaginal, oral, or anal abuse 3.0%

Girls’ vulnerability to sexual Boys'’ vulnerability to sexual
abuse (regardless of the age of abuse (regardless of the age of
the person who abused them) the person who abused them)

Never exposed to sexual abuse Never exposed to sexual abuse

Victim of sexual abuse Victim of sexual abuse



What the Convention on the Rights of the Child says
about the sexual abuse of children

The UN Convention on the Rights of the Child (UNCRC) applies to all children in Swed  en.
Some of the articles are of particular relevance for children who are victims o f violence:

® Article 1. A child is any human being below the age of 18.

® Article 2. All children have the same rights and equal value. No
child shall be subjected to discrimination of any kind.

® Article 3. The best interests of the child must
always be the primary consideration.

® Article 12. The child has the right to express his/
dyels A¥~eG et .. o7+ 4dy~e’ +'exyal'e 7x ayi

b ® Article 197 The child has the right to protection from physical or psychologi cal
violence, and from neglect or abuse by parents and other legal guar dians.

® Article 34. The child has the right to protection from all forms of sexual
abuse and from exploitation for prostitution or pornographic purposes.
3 s Article 39. Children who are victims of neglect, exploitation,
. bt & LAI'D'GYy EYyaBexyT7AUCIG; ['~+Gy+G’ &ye ; £7%;°'ya+'74&; "
: ~have the right to rehabilitation and social reintegration.

The role of the internet in the
sexual abuse of children
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the abuse occurs at another location. Those who subject children to abuse (n 0 matter
how they come into contact with the child) may disseminate texts or images onl ine.

Many terms and concepts are used to describe internet-based sexual abus e. They tend

to overlap, and sometimes describe the same thing. In this report we primar ily describe
adult contact with children for sexual purposes (so-called “online gro oming”), abuse by a
"&sxE9 <« &1 ,U xx 94 4&s 54« Ey 9& "+ ,XxE s&uUdssaU &pad na»iEx, xa»§:

abuse images and sexual exploitation.

Abuse committed by someone who a child got to know online

The way in which a child gets to know his/her abuser provides some idea of the import ant

role that the internet can play, but not the whole picture. It also happens tha t a person who

a child knows in another context may also use the internet to subject him/her to se xual
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of the abuse online.

However, only a small proportion of all child sexual abuse is committed by som eone who
the child met online.

10



What the national survey tell us about online contact
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you were abused, who did it?

Around 7.5 percent of the students who had experienced sexual abuse were ab used by someo -
ne who they initially met online. This is a much smaller percentage than the nu mber of children
who were abused by a peer. However, this is a higher percentage than those who ha d been
abused by family members or relatives. *°'°

Attempts by adults to establish contact with children
via the internet for sexual purposes

o
.
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ses via the internet.
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the time to get to know the child and create a relationship (example 1) . Others talk about sex

or make sexual propositions directly  (example 2) . There are also perpetrators who use serious

threats and blackmail to initiate contact, in order to get the child to perfor m sex acts (example 3) .
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need for friendship and love. The abuser uses the emotions and bonds that hav e been formed as

a weapon by which to exploit the child. There are also other forms of contact that d o not clearly

fall into a single category of contact attempts for sexual purposes. They i nclude elements of
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or violence may be introduced later.

I+

EXAMPLE 1
Prolonged

Julia draws and paints a lot, and posts pictures of her art on social media. connection-
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he doesn’'t seem all that interested in her, but rather in her artwork. Over tim e, purposes of
they develop a friendship. The man writes that she is so mature for her age, and sexual abuse.
that she knows so much about life. Julia tells him about herself, and about her No threats.
problems with her friends and parents. She feels that the man understands her,
and although they have never met, she falls in love with him. They have known
&21 «G’ AyeliGye . UexeA8+yeFAUGYAde &e~£ &8~'~¢ z’¢’ dAe~ GE.U
When they do, he wants to have sex with her. Julia is eleven years old.

EXAMPLE 2

Adam likes boys, but doesn’t dare tell anyone he knows.

He is afraid that people will no longer accept him if they learn that he is gay.
Online, he can be more free. When he writes that he thinks he is gay, he is
immediately propositioned by numerous adult men who want to have sex with
him. Adam is thirteen years old.

Direct sexual
EXAMPLE 3 propositions and

clearly stated

Hanna receives a message. A man sends a photo of her house. He writes that e

she has an hour to send a nude photo of herself. If she doesn’t comply, he and
his friends will come to her house and rape her. Hanna is fourteen years old.




What the national survey tells us about sexual abuse that
occurs following contact online

The students were asked: Before you turned 15, did any person you met online
+:Ue% GeAGE/FEA. 4% A°Cye+;G¥oVat~ot’e d+~"0 1HAeAd+y~eG. Uy’

1. Tried to get you to talk about sex?
2.Asked you to show him/her nude photos of yourself, or similar content?
3. Asked to meet you to for the purpose of doing something sexual?

4.Showed or sent you nude photos?
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Less than a quarter (23%) of the students had been exposed to sexual online
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students in a number of areas:
® They were more likely to be victims of various forms of violence, sexual
abuse and sexual exploitation than the other students were. There were
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more often sexually abused, whereas boys more often were victims of
physical and emotional violence. The boys who had experienced sexual
G;. ;A°IG;"21"e+"87d" ~+E£A4UGyae’ 8+ &°Gliis U'A4;°%Aayact. ~Ge7Gy3
to have sold sex than girls who had experienced such contact.
® were more likely to be exposed to bullying
® had poorer relationships with their parents
® generally had lower self-esteem and poorer mental health.

Students who had experienced sexual online contact attempts by adults b efore the age
N +,XxE U y&s8U USE5 Ec< &8s x<3U&9«x p 49 <« 1+58 <E <« &3 5BF + +/& <X«
le phones and social media to a much greater extent than other survey respond ents. 1718
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Previous research has shown that children who have been con-
tacted over the internet for sexual purposes were more likely to
engage in general risk-taking behavior, and used alcohol and
drugs to a greater extent than their age cohorts. They more
frequently reported that they had problems at home and/or at
school, and were more likely to have been subjected to bullying
and to theft and violent crimes. *°
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children who they subsequently subject to sexual abuse!

Abuse by a person the child had never
met o ine (virtual sexual assault)

A child is a victim of a sexual assault if he or she is persuaded or forced to participa tein
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ual abuse of children”). The child don’t need to have physical contact with the a buser.
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sexual abuse” or “virtual rape.”

The online abuse can cause children to feel that they are stuck in a vicious spira | from
which there is no escape. The abuser can contact them anytime, day or night. Th  is cau-
ses places that might otherwise seem safe (i.e. the child’s school, home or be  droom) to
feel as if they have been invaded.

In instances of sexual abuse that occur exclusively online, children may b e forced or in -
duced to send or post nude or sexually explicit images of themselves, or the ab user may
send nude photos of him/herself to the child. The child may also be forced or induce dto
participate in sexual activities via a webcam or to engage in sexual conver  sations online.

The word sextortion — a combination of the words “sex” and “extortion” (bla ckmail) —is

sometimes used internationally to describe instances in which a perso n is forced or black -

mailed into engaging in sex acts. *° ,&»<Es< E9 1+9 xyai« £AE« #U§,«x +9U | ,Us&9c ,E54
times photos taken in the context of a romantic or sexual relationship are su bsequently

used as a weapon by a partner or former partner. The threat of spreading the imag es can

be used to force the former partner to get back together or simply as a means to caus e

harm. This is sometimes called revenge porn.

In some cases of sextortion, an abuser may meet a person via the internet and the n use

threats or sexually explicit images to force the victim to send him/her more p hotos or to
perform sex acts. Once a child has sent a nude photo, that image can be used to pressu re
him/her to send more explicit ones, to commit sex acts in front of a camera, or to mee tan

abuser and have sex with him/her. The threat that the photos will be dissemina ted to fa -
mily members, friends and acquaintances can lead children into a vicious s piral that they
can't escape and in which the abuse escalates.

13



What the national survey tells us about virtual sexual assault

The students were asked:

1. Have you met someone on the internet in the last 12 months
with whom you subsequently had virtual sex?

2. |If yes: Did you feel persuaded, pressured or forced
at any point in the interaction?

Relatively few students (5.8%) had had sexual contact with someone they m et online
within the last 6 months. A majority of them had not been uncomfortable with th e con-
tact, but a total of 32 students (9.8%) had felt persuaded, pressured or force  d at some
point in the interaction.

Most of those who had had sex with someone they met

” g )
online had done so with someone of the same age or They Sald Send
1 q )
slightly older. But those who have been persuaded, another’ and | didn’t
pressured or forced to engage in such activities had dare say no. When |
usually met someone who was slightly older or at least | 7 W XV b b ZY! | ] 7

"4 Y%a+sx E,U8s <« +9 ¢« 45x48, 4xc e 49 <« [+54 R &a.g ..
socio-demographic backgrounds and internet use, no Y YCtl IVCI Id h VA
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and those who had not been subjected to it. ~ 2122 ZkZgn i"bZ » Aal

Child sexual abuse images

Some abusers who expose children to sexual abuse document their actions wi th photos
or videos. Historically, this has been referred to as child pornography. T he term is still
used in Swedish legislation. We have instead chosen to refer to these photo s and videos
as child sexual abuse images.
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be illegal; the reports most often pertained to child sexual abuse images. T he photos
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sexually explicit poses to sadism and torture. These images are sometim  es produced in a

studio environment, but the sexual exploitation was often documente d in home environ-

ments. 24
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terviewed in conjunction with a Swedish study. The children in the images ne ver sponta-
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with police investigations. Even then the police told the children about th e photos/videos
or showed them the images, the children often continued to deny that they were i n them.
Other children only shared information that they thought the interview ers already knew.
Getting the children to talk in the police interviews was like peeling an onio n; the less se -
rious instances of abuse were easier for them to talk about than the more serio us ones.?®
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What the national survey tells us about sexual abuse images

The students who responded that they had been victims of some form of sexual ab

use were
asked to answer follow-up questions:
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i.e. via the internet?
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The sexual exploitation of children online

In Swedish legislation, it is prohibited to pay for sex. Cases in which someo  ne under the
age of eighteen is paid for sex are considered particularly severe. ltisnotf  orbidden to

receive compensation for sex, although it is often considered to be taboo a

nd is associa-
ted with feelings of shame.
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What the national survey tells us about
online sexual exploitation

Most children have never received compensation for sex. A total of 51 pupils (0 .9%) had

ever done so. The percentage was higher among boys (1.2%) than among girls (0 .6%).

e5E9 < 8 x<3U&89«x u E U&9« 8U #+x 98 <« 84s 5+,3 9Es U A @ Uci "asTac
compensation for sex at some point.

Almost half of the young people who had sold sex stated that contact with the buye r had
been initiated via the internet (45%). These online interactions occu  rred roughly equally
often in open chat forums and on dating or sex sites as they did via social network s that
do not focus on sex. Girls who had sold sex were more likely to have made contact with

the buyer online (62%) than boys who had done so (36%). 28

Can online abuse result in equally serious
conseqguences as abuse that occurs o ine?

k9, 98 x&»38+, +/AE3x8 x XE58¢ 5a4x s& +sUAU xx ,axx xXi&ss& % ¥Dc+x FSx& <
Professionals or other adults may think that it is less severe, but research s hows other-

wise. The national survey showed that the health among children who had been v ictims

of any form of online sexual abuse was worse than among other children. The abus e had

+y&7<4U « & s &zx,cc
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What the national survey tells us about the
consequences of online abuse

Students who had been exposed to some form of sexual abuse demonstrated mor e sympt-

E5x EU «<s+85+ ¢ +9 Ec< &s x<3U&9¢xc % & 5Es8 x4 8s8 « &+UAENE « < « & x<3U49c«
red, the worse his/her symptoms tended to be. But those who knew that their abus e had
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experienced even worse health than other students who were victims of sex ual abuse. The

students who knew that their sexual abuse images had been disseminated ha d the lowest
self-esteem and the worst mental health by far.
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. Symptoms according to the TScC

The students who responded that they had been subjected to persuasion or had fe It
dy&d~~£yaUeGyeliGyladUs ;"Ge~8AEL+.e1G; 2[’eG;e’ & ;’8y;A%) yayaUelyG7e
® They had been exposed to other types of violence and sexual abuse far more
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® They had lower self-esteem and worse mental health than their peers.
They were more anxious and experienced more symptoms of depression,
anger, post-traumatic stress disorder, dissociation and sexual anxiety

® They were considerably more prone to self-harming and used
sex to harm themselves more often than young people who
had not been victims of online sexual abuse. 290
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1. Individual

® Personality
® Self-esteem

® Risk factors e.g., physical
or mental disability

® Previous exposure to violence

+:0G’ ay-U plIE. ~a%4&; ~

® Views on sexuality, gender roles and
the sexual abuse of children

2. The family
® Relationship to family members
before the abuse occurred

® Relationship to family members
after the abuse occurred

® Openness

® Ability to handle stress

® Financial and practical resources
® Network (access to support)

® Support from the family following
the revelation of abuse

® Views on sexuality, gender roles and
the sexual abuse of children

3. Peers

® Relationship to peers
® Trust

® Culture of conversation
® Group climate

® Culture of silence

® Available adults

® Views on sexuality, gender roles and
the sexual abuse of children

4. School & Leisure Time

® Professional support from school
~'+yxdadGd.4&e ;+.4xU4y~
® Forums for discussion

® Trust in professionals/people
in leadership positions

® \Work with establishing values systems

® [nformation
® Knowledge-based support/education

® VViews on sexuality, gender roles and
the sexual abuse of children

ie,GIl 8 AeGYy ;4x:U-G;.

deyG.a~

;A

® Mixed messages about how one should behave

® Sexualization in the public sphere

® Resources for support, collaboration,
social actors, treatment

® |nformation
® Knowledge-based support/education

® \/iews on sexuality, gender roles and
the sexual abuse of children
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young people in instances of online sexual abuse
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The documentation in the form of photos/videos that is the result of online s exual abuse
+y&Tex #8789 ,8 " T< 5x 9 U y8s&9¢« pxwux x9U <« U BisASEaB & F9 <« & 5EU
provide various examples.
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these can include personality and self-esteem as well as vulnerabilit y due to disabilities

or past exposure to violence or abuse. In the context of family, relationsh ips with family

members are important, but the emotional support a child receives, his/he r ability to

TEME g« x¢s@&xx@ *#9U < & +5E39¢« El "8sxE9+, +9U 8+ek #«sdwwESsTax &xx

her disposal also play a role in how a child deals with the situation.

Similarly, peers, school and leisure time are of great importance for how ¢ hildren feel

when they have been subjected to abuses that were documented. Society in ge neral
plays a role, including with regard to the resources that are available for th e investiga -
tion and treatment of abuse and access to information and knowledge, as wel | as when

it comes to the social norms and messages that are conveyed within the public s phere.
Perceptions of sexuality, gender, and the sexual abuse of children is animp  ortant factor
E9 #,, <« &x& ,4"84,xc % ya&s 9 ~ &u"E 9«x ¥% &,U U,yds898& $4k3, Ux«XE54& p

feel supported and vindicated, while others lead to feelings of shame or gui It.
&T+8x8 UxI<Esx ¢ "*s E&x ,4 &,x xyal« 1 ,Us&9qx x&zx ,x+x pERBAXaA»5+, +/ES
documented, it follows that children also require support at various leve Is. Children may

be in need of individual psychotherapy or family therapy, and their paren ts may require

XxE8A""Es< 06 Es AyEs«x 5% A& 944U4U £x "&s<x 9x <E < & SE®QRAIE Es«x Es x| EE, &
nt. The needs vary from individual to individual and can change over time. Com binations
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and preventive work is also crucial.
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Disclosure Is a starting point

A child or teen who has been abused does not always talk about what has happened.

The incident may therefore remain a secret of which only the victim and the abu ser are
aware. But most children who have been subjected to abuse do tell someone. Thi S provi-
des a starting point for providing protection, support and treatment.

Information from the national survey.

® The girls who had been victims of abuse were more likely to tell
someone (70%) than the boys (51%). The students who had told

~G78G 4+ AEGE e 8ex/EE~8e +Ue7G~"eIGT77G;.Aei1G; U&U+ ;exed8ayi

Qo

® Only 1 percent of the girls who had disclosed the abuse had
IG; U&QUse ;o+~G78G ;4% +ex;2G;. ;4°IGT77£; 'AeGyeG;. ;81 =’
support service. A larger proportion of boys (3.9%) had used
such opportunities to talk about their abuse. 3!
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Things to keep in mind when meeting
with children who have been abused

Abuse that occurred online or instances in which initial contact was made v ia the internet
5+Y, + & A£849 T+ss &U ES< 9 + p U4 "+s 8<% Ei0 U y&s&d% px¥%xc Fc« 5+% /& s«
portant to learn about certain things in order to understand the forms of ass istance and

support the victim may require.

The relationship with the abuser

ex u <« I ,Us&9 +9U “ES9 "84E~, 8 p E +s8 +A£3xaU Ey 9a®£%« 5x Ei E9, 98 +&£S)
have been exposed to the abuse by anyone from a stranger to someone they know wel l.

Children who are victims of abuse may fear social contacts and can be suspiciou s of new

people. Might the next person they meet also be capable of doing them harm? If th ey've

94 8s x&89 <« & "&sxE9 p E +/&£3x4U « 450 <« &Y% 5+Y s& &l<« &»<&49x "&4,% E9 p E « #
person might have been, and may look at people in their immediate environme nt and

wonder if any of them could be the person who harmed them.

For children who have been abused by someone they know, maybe even someone the y
love, the sense of betrayal is enormous. They may be afraid to trust the people t 0 whom
they are close, afraid to allow someone to get close to them again. These childr en may
harbor great sadness and bottomless rage for the person(s) who betrayed t hem.

How does the child perceive his/her relationship to the abuser? Is the abuser p erceived
as purely evil and dangerous? Is the abuser someone who the child likes or loves ? Does
he/she have mixed emotions about the abuser?

Threats and violence

The sexual abuse of children can occur without intimidation or violence. Ch ildren can be
persuaded or lured into performing sex acts that they are too young to consen t to. But
many instances of sexual abuse entail some form of threats and/or violenc e. Sometimes,

the violence and intimidation actually cause the most harm.

Did the abuse cause the child pain? Was the child physically harmed? Was the child a fraid
of being injured or even killed? Did the abuse entail threats to injure or kill o ther people or
pets? How dangerous does the child consider his/her abuser to be?

Personal activity

An incident of abuse may begin as an exciting and important online interact ion that deve-
lops into riskier behavior. For example, a child may send or post nude photos (p erhaps to
more than one unknown persons) and this action may ultimately result in situ ations from
which the child cannot extricate him/herself. Children may be forced to do thin gs they
don’t want to do. Images can be disseminated without their consent.

A child who is subjected to abuse is never to blame for what transpired. Nonethe less,
many victims are overcome by feelings of shame and guilt. Instances in whic h children
are exposed to online sexual abuse, are often preceded by actions that the ch ild made on

his/her personal initiative. For example, the child may have been talking a bout sex online
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or may have taken nude photos and sent them to his/her abuser. When children who

initially acted on their own initiative are abused, it is still never their f  ault. The responsibi-
lity always lies with the person who abused them, regardless of what action s the children
themselves may have taken of their own accord. However, the degree to which ¢ hildren
themselves initiate contact or seek out sex can be of relevance when assessi ng their
need for protection and rehabilitation.

Some children are very active in seeking out destructive sexual contacts , both online

+9U Ey 94c ,81 1T ,Us&9 Gs89g349«,% a4» /A < E< &3 E&xr USBUsSIY 4 £4
self-harm or use drugs. They often have a background of violence, sexual abu se and

poor adult relationships, as well as low self-esteem and negative opini ons of themselves.

Engaging in risky behavior online may be a reaction or a symptom of what these ch ildren

have previously been exposed to.

As long as there are adults who are interested in exposing children to abuse, th ereisa
very high probability that such vulnerable children will be abused again a nd again. It still
is not these children’s fault if they are exposed to abuse. On the contrary, the a rgument
could be made that adults who take the initiative to take advantage of children wh o are
so obviously vulnerable and defenseless are even more culpable.

However, at-risk children are greatly helped when they receive support in t aking care

of themselves and guidance about how to protect themselves from obvious r isks. They

1+9 +,XxE A£494& < USE5 s8 +/& , <x< E9 ¢« ¢ &,"x < ABx<EPS@IExx xU3 ~sd& |
abuse that may have instigated their risky behavior.

Although children are often exposed to abuse on the internet in situations i n which they
seek out contact or express sexual curiosity, this is of course not always th e case. Some
children become victims without taking any risks at all. Children may be lured i nto risky

situations or exposed to threats from which they cannot defend themselv es.

Child’s own activity when
he/she had been a victim
of online sexual abuse

‘.. Self-destructive and self-harming
behaviour. Making contact and
acting on his/her own initiative.

*.,, Active involvement. Taking risks
without considering the consequences.

*s No personal initiative. Assaulted,
deceived or threatened.



Example:

® No personal initiative. = Teodor’s stepfather starts abusing him when he is still in
dy&~1 GG.ieB ~e~'&dUz’ &ye .7~ &extEEf~8&ex;UelU ~~8Fi;+' 8~ &% UAG~+G;

® Active involvement. Isabelle wants to get her hands on some alcohol. A
Tx:0~ 8788 ~¢G;. ;8°GYyay~+'Ge Y&+ &yex:Ue &yelly 8;U~cliy&8e+.1G G.o lie’ &A-
come to a party. She thinks that he is shady, but still goes to the party. At
the party, she gets very drunk and is subjected to sexual abuse.

® Self-destructive and self-harming behavior. Maria’s childhood has been marred by incidents
of violence and abuse. She actively seeks out sexual contacts on the web, anden  ds up
receiving compensation in exchange for sex. An online contact assaults an  d rapes her.

At-risk children may feel worse about having been abused precisely because the y some -

how played an active role in what transpired. They may think that they made a mis take, that

they consented, or that it’s their own fault for being gullible or stupid. Th ese perceptions can

5+)& < & 49 5Es& U plis,<« <E U xT,Ex& u ¢ £1¢8+,, % +Ur AR @ % &4 +s8 +xUst
blamed for doing something they knew was forbidden, or may simply think tha t what they've

done is terribly embarrassing.

How actively did the abused child engage in risky behavior or seek out abusive situations?
Does hefshe blame his/herself for what happened? Is there a risk that he/she w ill take the ini-
tiative to make risky contacts or involve him/herself in situations that m ay lead to further abuse?

Deception

It's also easy for an online contact to pretend to be someone hefshe is not. An adu It can
claim to be a teenager, a fashion photographer, a celebrity, or can presentam ultitude of
other false personae. It is easy to send the victim photos of someone else and to p retend to
be that more attractive person.

Fc x +=,XE "Exx A£,8 <E §x8 *<<8s% +9U IE5", 589«x «E<ARAT&E& + & 1« 50 Es <E "sé
strong feelings for a child when this is not the case. By persuading a child to talk ab out his/

her interests, dreams, experiences, or fears, adults can use this knowl edge against their vic -

tims and pretend they have something in common with the children they abuse.

It can be very painful for the child to discover that he/she has been deceived. Th e child may
have been in love with someone who didn't actually love them back, and may come t o realize
that his/her adult abuser lied in order to persuade the child to have sex. Someti mes it’s only

when they become aware that same person has abused many other people that the y under -
stand that they have been hoodwinked.

Has the abused child been deceived? Does he/she blame his/herself for what ha ppened?

Anxiety about the dissemination of images and other sensitive content

The fear that texts, photographs, and movies could be disseminated and sha red with others
(or the knowledge that this has occurred) can cause the abuse to have even more s eve-
re consequences. The idea that images could be disseminated to family, acq uaintances,
friends or enemies is terrifying for the victim. The idea that adult humans e njoy seeing ima-
&dx « x<« UET8589¢ « & +/F3x8 « &% + & x83y8s8U x U xc %<8 1 +905¢ % <SsA£E 9
feel that the incident of abuse is being repeated every time someone views th ese images.

Was the abuse documented? Have the images been disseminated?
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Previous abuse

Children who are subjected to online sexual contact attempts or sexual abus e often have
previous experiences of sexual abuse, physical abuse or bullying. The ¢ hildren who have
experienced abuse on a multitude of levels are the ones who are at greatest ris k of deve -
loping various forms of symptoms and illness. It is important to ask the child ab out his/
her other experiences of abuse, bullying, or trauma. Children may also requ ire protection,
support and rehabilitation to cope with other things they have experien ced. Their online
abuse may even be a direct or indirect result of previous exposure to risks and n egative

o

9 §897ax 6 97T U&9«x 9 p T < &T ,Us89 padsd a»"ExalU «EUE9EAsxD Es

foresee that they would occur. In such cases, it is all the more important that th e children
receive protection, support and rehabilitation so that the cycle of abu se can be broken.
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matic events?

Disclosure
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peer. But only a small percentage of abuse is ever brought to the attention of th e au-
thorities. It is often necessary for the children themselves to choose to te Il us what has
happened or make the decision to inform social services or the police. In cas es of online
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alert someone, and that in the course of the ensuing investigation the polic e subsequ -

ently learn that many more victims are involved. This means that the other chi Id victims
might not be at all prepared or ready to share what they have been through. They ma y
feel exposed, and can react strongly to being put in such a vulnerable situat ion.
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the case lose control of their own deeply personal stories; they can’t cont rol who knows
what. When the police assigned to the investigation view videos or photog raphs, peru -
se the chat logs and gain insight into what has happened, they learn precisel y what the
victims have been trying to hide. As a rule, the children’s’ parents also lear  n what has

«<s+9x" sdUc % x 1+9 F£& + EEU <« 9 @ A%< 19 +,xE "sE"& <E £A&

Who reported the abuse? How does the victim feel about the fact that the abuse ha S
been revealed?
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Inform!

Children are legally entitled to know their rights. They have the right to know wh at violence
is, who they can turn to if they have been abused, and what protections and suppo rts they
will be entitled to if they choose to recount their experiences. The children t he Children’s
Welfare Foundation has encountered have expressed a wish to receive such information
from their parents, but have also emphasized that when the abuser is a parent o r guardian,
other adults must step in to educate them about their rights. They think pres chools and
schools are the best places to provide children with this information.

Under Article 39 of the UN Convention on the Rights of the Child, children who are vic tims
EU x8»3+, +/ESx8 £s8 ,4 +,,% 89¢< <,4U <E s +/& s+«xE %9 % Y& &Pk £1IESH 94

of help may be necessary to help children who have experienced abuse to feel bet ter about
what has happened to them. Adults who interact with children who have been abu sed must
help them to gain access to the support and treatment that is right for them. Child ren and

their parents have the right to receive information about the types of assi stance that are
available and how they can help.

There is a risk that the information provided to the groups of children that are m ost at risk

of being exposed to violence will be of lesser quality than that which is provi ded to other

I ,Usé&9c ,Us&89 pn E +8 U&"&,E"&4U ¢« & s Ep9 U pis,E&9H& « &&xS,« EU <« & 7
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children with disabilities or chronic illnesses, and children who have be en removed from
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information they require. Perhaps these children do not attend school, o r have special needs

that demand that the information is specially formulated to suit their ne eds and abilities. The

adults in these children’s lives must ensure that information reaches th em.

Ask!

Direct questions make it easier for children to tell you if they are being expos ed to violence.
It is often useful to combine information with a question.

® No one has the right to hurt a child. Nonetheless, many children have been
mistreated by adults or by other children. Has that happened to you?

When there are indications that the child belongs to a group of children who are pa rticularly

vulnerable, it may be necessary to ask more detailed questions. Those whoa  re working with

the investigation or involved in the child’s treatment may require a quest ionnaire regarding

“#s ESx U pi&,<« Es «<s+35+« | 8°89«x 9 EsU&s <E x &U & 1 «,B8 <« & x <3< E9 EU «

® \When children harm themselves and do not want to live, there can be many
reasons behind these feelings and behaviors. However, in many cases someon e
has hurt them. Some children have been bullied, beaten or mistreated at
home, or sexually abused. | would like you to tell me if that's the case for you.
So I'm going to ask you questions about what you have been through.

® You have told me that you have been sexually abused. When that is the case
T Uy&;e7+RAet . ~Ge £ 8 /F 84 ;%G.%8aUs ;oG &yeU PAE. "o’ ; ~e3 " o3 T o ¢
need help. | would like you to tell me if that’s the case for you. So I'm going
to ask you questions about other things that you may have been through.
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Listen, support, and raise the alarm!

Fiu £ 1 ,U <8,,x aES <« +< &xx & x £8 9 &»"Ex&U <E ~ EGAWIAD ¢« & sSx< X:

listen to what they have to say. Children the Children’s Welfare Foundation has m et have
told us that it is hard for them when adults react strongly and get angry or sad about

what they hear. Therefore, it is best if the adults working with the child set the ir own fe-
elings aside and process them later, together with other adults.

With the help of children and young people, the Children’s Welfare Foundatio n has

created the site  www.dagsattprataom.se . Children provide advice about what adults can

UE U <« 8% u+9< 1 ,Us&9 <E U&4&, , )& <« &% 1+9 TE9 U& 9 < 45 +9U 084, +/
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® | isten!

® Take your time; children must be allowed to tell
you their story at their own pace!

® Ask questions — but not too many ...
® Stay calm!
® Believe what children tell you!
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® Show that you care and get personal!

® Explain who you are and what you can do!

® Children should get to speak with the same adult! Building trust takes time!
® Be honest, keep your promises, and don’t gossip!

® The conversation environment is important!

Take children seriously!

Many children who have been sexually abused online have multiple vulnera bilities and
+'8 £849 <« SES 5+9% U yasd9« U pis,« 8"4a9«xPEQI9E 99 UEE ABxB D ~
The adults who investigate and treat such children must go the extra mile. It is i mportant
to identify how the children are doing and what else they have experienced. On e cannot
merely base one’s assessment of their needs on the online abuse alone.

It is important to allow children to participate in structuring their assi stance and treatment.

Fc 5% A& <« +< <« & E9, 94 +/A£Sx& x U+s USE5 £8 9 <« & 5EXxUU plis,« ¢« 9
le. Another vulnerability or the child’s relationships with his/her age ¢ ohorts or family may

be more problematic. In that case, one must start by dealing those issues.

When sexual abuse images have been disseminated or when the mere possibili ty exists
that this could occur, children need help to deal with their concerns. The diss emination of
such images can of course lead to rumor-spreading, bullying or continued vu Inerability.

26



It is also important to always emphasize that the abuse is not the children’s fa ult. Although
they may have made mistakes, it is the abuser who is responsible for the abuse. A buse
victims are never to blame; it is their abusers who have done something wrong

Often, adults need only listen and be supportive. It can be good for children to h ear that

what happened to them is wrong and that it is not their fault. The adult in whom a child

TE9 Ulx 5+% 9E« 94&TAxx+s ,% A& xES4E94 pu E 1+9 x<E” 94 ~ E,&4914 Es "sE” U4 ,E
term support. But he/she can listen, be supportive for the time being, and pa ss the infor -

mation on to others (i.e. parents, social services or the police).

Sometimes children talk about violence that has already ceased, and that h as beenre -

ported and investigated. It may still be important for them to share what hap pened. Other

times, they may talk about violence that is still going on, or about which they h ave never

told anyone. If this is the case, then all adults who work with children have a legal o bliga -
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Private individuals are also encouraged to notify social services, butar e not legally obli -
gated to do so.
® |f you suspect a child is being mistreated: Contact social services!

® [f you come upon an abusive incident while it is in progress
or if the child is in immediate danger: Call 112!
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The national survey

The report Unga, sex och Internet- | en foranderlig vérld (referred to in this te xt as “the
national survey”) is the third major investigation of its kind to be carrie ~ d out by the same
research team. The previous investigations were carried out in 2004 and 2 009. This
structure makes it possible to make comparisons and observe development s over time.
The study was conducted by researchers at Linkdping and Lund universiti es at the be -
hest of the Children’s Welfare Foundation, and was funded by the government 22

Statistics Sweden selected a representative sample of schools. Some o fthe chosen
schools are not included in the latest survey because they have been closed , Or becau-
se they did not wish to participate or failed to respond. Participation was v oluntary, and
some students opted not take part in the study. A few students were not in school o n the
date on which the survey was conducted.

In total, 5,873 students from 171 schools participated. Students, tea chers and principals
received information about the study in the form of an informational lett er. The letter also
included information about where students could turn if they were in need of s upport
and help. The students responded to the survey during class time, and the surv ey was
administered by a responsible person selected by the school.

The survey included questions on a wide range of subjects and provides abun dant

information about the students who responded. The questions focused o n socio-demo -

graphics (background factors such as age, sex, country of birth, economy and parental

education level), sports, sexuality, experience with voluntary se X, alcohol and drug use,

antisocial behavior, physical, mental and sexual abuse, experienc  es of treatment for

psychiatric disorders, self-harming behavior, using sex to self-harm, selling sex , human
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graphy use.

The survey also included a number of standard evaluation devices that meas ure how

students view their relationships with their parents, assess studen ts’ self esteem, and

identify symptoms of post-traumatic stress, and self-harming behavi or. In 2014, the young

people who responded were in their junior year of high school. They ranged in a ge from

16 to 23, with an average age of just under 18. Slightly more girls than boys partici  pated in

the survey, and 0.9% of respondents did not feel that the categorization of b oy/girl was an
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in some areas.

The study’s results have been summarized more succinctly in Det galler en av fem- fakta
om barn, sexuella évergrepp och sexuell exploatering i Sverige 2014.33
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A Part of Reality

ON CHILDREN, SEXUAL ABUSE AND THE INTERNET

How common is online abuse? How is the health among children who have been
abused? Can online abuse result in equally serious consequences as abuse that
GIlEy~+GYy ;a0

In this report, we will summarize the results of various research studies. Much of

the material is derived from a national study that was carried out by Linképin g and

Lund universities, within the framework of the mission that the Children’s Welfare

Foundation was assigned by the government. The purpose of this summary is to
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In Sweden, the internet is now part of reality for children and young people. They use
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As with the rest of our daily lives, online life entails encounters with both g ood and

bad phenomena. And just like in other arenas , children can be exposed to sexual

abuse online, both by other children and young people and by adults. It is impo rtant

that everyone who works with children learn more about internet-relat ed abuse.

nowledge is necessary to prevent these attacks and to help children who hav e been

abused to obtain the protection and rehabilitation to which they are entitl ed.
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on knowledge and facts.
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for the Children’s Welfare Foundation. Linda Jonsson has a bachelor’s degree
in social sciences and is a senior lecturer of child and adolescent psychiatry at
Barnafrid, Linképing University. Both authors have extensive experience in working
with children who have been sexually abused online.
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Stiftelsen
Allminna Barnhuset

The Children’s Welfare Foundation is a public foundation whose mission is to support
methodological and knowledge development in order to empower children an d young people

in socially vulnerable situations. Our work is based on the UN Convention o n the Rights of the
Child (UNCRC) and focuses on increasing the competency of professiona Is who interact with such
children by developing and disseminating research and practice-based k  nowledge. Among other
things, we provide grants for child and youth research, operate our own deve  lopment projects,
organize conferences and seminars, and publish books on topical issues

Read more about us at www.allmannabarnhuset.se

Barnafrid is a national knowledge center that collect and disseminate knowledge a  bout violence
and other forms of abuse to professionals whose work involves at-risk chi  Idren. Barnafrid is
located at Linkdping University and its consists of assignments commi  ssioned by the government.

More information about child sexual abuse can be found at www.dagsattprataom.se
The website is suitable for both children and adults, and its content is tran  slated into several
languages.



